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Security and Privacy Whitepaper

The Sonosite System Portal is a service managed and maintained by FUJIFILM Sonosite that provides web-based software
updates for our ultrasound devices and obtains performance monitoring data from these ultrasound devices for troubleshooting
and support purposes. This service allows Sonosite to provide our customers with a quicker and more efficient process for
deploying and managing software updates.

Security

The Sonosite System Portal service is built and maintained utilizing the NIST SP 800-53 security and privacy controls and
operates on industry recognized cloud-based platforms that are ISO 27001 certified and designed for the management and
maintenance of medical loT (Internet of Things) devices featuring technologies including:

* x.509 device certificates

e mTLS (Mutual Transport Layer Security) for
data-in-transit encryption and integrity

¢ Industry standard data-at-rest encrypted

 Continuous cybersecurity threat modeling and
risk analysis

 Continuous penetration testing and vulnerability management

Privacy

No customer ePHI (Electronic Protected Health Information) or PIl (Personally Identifiable Information) is transmitted,
stored, or processed within the System Portal’s infrastructure. Sonosite ultrasound devices ensure that potential ePHI and PII
present in performance monitoring data are removed prior to the data being transmitted to the System Portal infrastructure.
The ultrasound device performance monitoring data that is obtained by this service is used to enable our technical service
personnel to remotely diagnose and proactively respond to FFSS products and systems issues and help Sonosite better
understand device performance.

Any patient. Anywhere. Anytime.
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